
MEDAC GMBH

SECURITY FOR DIVERSE 
BUSINESS DATA 

MEDAC BENEFITS FROM ICAS‘ FLEXIBILITY  
AND ECONOMIC EFFICIENCY IN  
AUDIT-PROOF DATA STORAGE

"Many new projects are creating further data growth for the archive.  
The volume of data will explode, I‘m sure.  

With iCAS, we are optimally prepared for this.“

Arnim Schmid, Head of IT Operations
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THE SUCCESS AT A GLANCE:

Scalable solution with flexible adaptability and 

without being locked in a specific storage  

infrastructure

Cost advantages through software intelligence 

versus hardware binding

Excellent cooperation between the partners‘ 

solutions

A central solution for various applications

MEDAC GMBH

Industry:  

Pharmaceutical

Background:  

Due to strict compliance requirements for 

pharmaceutical companies, medac GmbH

must store a wide range of application data for 

a long time in an audit-proof manner. Scala-

bility and independence from storage hard-

ware were key decision criteria in choosing a 

solution.

Challenges:  

The high demands on security and scalability 

of the solution had to be met. Seamless inte-

gration into the company’s IT landscape was 

essential. A commitment to dedicated storage 

infrastructure or manufacturers should be 

avoided.

Solution:  

iTernity iCAS for audit-proof archiving,  

Veritas Enterprise Vault,

Optimal Systems enaio (DMS),

SAN storage of diverse manufacturers

Development and further refinement of pharmaceuticals and medical products for 

the diagnosis and treatment of oncological, urological and auto-immune diseases. 
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SPECIFIC REQUIREMENTS 

The medac society for specialized clinical products is a German pharmaceutical company based 

in Hamburg, Wedel and Tornesch. medac focuses on therapeutics for the treatment of oncological, 

urological and autoimmune diseases and their associated symptoms. At medac, two factors 

significantly shape the IT landscape in general as well as the handling and storage of company 

data in particular: In the last 15 years, the company has strongly grown and increased its number of 

employees to sixfold. Thus, a distinct dynamic and constant changes in the IT landscape are part 

of every day’s working life. Adaptive solutions are practically a prerequisite in this environment. As 

a global pharmaceutical company, medac also collaborates closely with international authorities to 

ensure compliance with all relevant regulations. 

DIE LÖSUNG 

The European Medicines Agency, for example, sets pharmaceutical companies definite requirements 

on how to develop drugs and which clinical research should be conducted in Europe. There is a 

continuous coordination with the authorities via the company’s internal Research & Development 

department and Regulatory Affairs. The authorities confirm the efficacy, safety and quality of medac 

products whenever new active ingredients are approved. For all internal processes related to the 

development and manufacture of drugs, it is essential to ensure the traceability and consistency of 

the resulting data.
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AUDITING ACCEPTABILITY REQUIRED 

In this respect, medac‘s internal quality management has demanded audit-proof archiving for the do-

cument management system (DMS). A company-wide DMS solution developed by Optimal Systems, 

enaio, is deployed to map medac’s diverse organization processes from financial accounting to per-

sonnel administration and to product development. The focal point of these activities is the Standard 

Operating Procedures (SOPs). These are mandatory descriptions of procedures, including the review 

of results and its documentation. Changes in the relevant processes are documented accordingly at 

medac and then archived again as this is essential for fulfilling the company‘s compliance require-

ments. All project files from clinical research as well as from various internal processes are archived 

in a revision-proof manner via the DMS. A second important data source for the archive comes from 

the e-mails and file server archiving. At medac, this is solved by Enterprise Vault, a product of Veritas.

THE SOLUTION

To ensure a secure and tamper-proof storage of this information and its longterm data management, 

the iTernity Compliant Archive Software (iCAS) was introduced at medac. For business applications, 

iCAS is a storage destination that manages the application data with its retention periods in various 

archive areas (repositories). iCAS enables software-defined storage management, through which 

sensitive company data from a wide range of applications are secured future-proof and independent 

from the storage system used. iCAS’ special functions ensure that this information is available at all 

times and that the specified retention periods are adhered to. iCAS acts as a central data manage-

ment platform between the applications (DMS, e-mail management, etc.) and the storage infras-

tructure. In terms of storage, medac leverages a completely virtualized SAN storage. Based on this 

circumstance, iCAS turned out to be the perfect solution to fulfill medac‘s IT requirements.

"The fact that iCAS is certified for all of our applications as well 
as for our storage technology made our decision easy. All the 
solution partners involved also recommended iCAS. Particularly 
positive was that I did not have to coordinate different compa-
nies to implement it. The partners worked so well together that I 
only had to coordinate with one of them. The cooperation bet-
ween the partners works great“, 

summarizes Schmid, Head of IT Operations. 
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Currently, about 5 terabytes (TB) of archive data from various sources are accumulated per year, 

which are stored in different archive areas via iCAS. The multi-client capability of the iCAS system 

supports the differentiated handling of various information according to the current standards very 

well.

THE ADVANTAGES

"One of the key advantages of iCAS for us is that it supports our 
virtual environment. This results in a very flexible expandability, 
as we can add various storage systems behind iCAS in future - 
and this without any system or manufacturer limitations. This 
allows us to easily update the overall solution when necessary 
and we are well-positioned for the future,“

explains Schmid.

"The simple and very clear administration of iCAS has pleased 
us very well too from the very beginning. The solution runs  
rather in the background in dayto-day life and it is very helpful 
that the archive management can be handled quickly and  
uncomplicated when needed."
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iCAS‘ seamless integration into the company-wide backup concept, which includes backup of virtual 

servers via snapshots and the file-based backup, also shows the adaptability of the solution. Prior to 

the decision, several possible solutions were evaluated, its technical quality and profitability were tes-

ted. "iCAS was absolutely convincing in both criteria. The solution’s approach as a software platform, 

its independence from the used storage hardware, and its excellent scalability were decisive points 

for us," recalls Schmid. Convincing references from other pharmaceutical companies rounded off the 

positive overall picture of iCAS.

OUTLOOK ON THE FUTURE

The connection and integration of the Enterprise Resource Planning (ERP) solution to the DMS and 

of the DMS to the central data archiving with iCAS are already on the agenda. The head of the IT 

department is not worried about the future:

"Many new projects are creating further data growth for the 
archive. The volume of data will explode, I'm sure. With iCAS,  
we are optimally prepared for this."

Regarding the prospective data migrations, the medac’s IT department can also face it with confi-

dence. When data migration is necessary, iCAS can transfer the archived data directly to the new 

storage. Thus, the business applications are not burdened with it and can always access the data 

without interruption.
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THE CENTRAL PLATFORM  
FOR YOUR  DATA MANAGEMENT

iCAS protects data integrity and availabili-

ty, even if the underlying storage technolo-

gy and hardware changes in the future. As 

a software-defined solution, iCAS lays the 

foundation for audit-proof data archiving 

and protects your investments in hard-

ware, software and services.

iCAS adapts to your IT infrastructure and 

adds compliance, data integrity protection 

and WORM storage (Write Once Read 

Many) to your existing systems.

The archive intelligence is tied 
to the software-layer, not to the 

hardware

iCAS provides WORM storage, 
encryption and retention   

management

iCAS assures regulatory and 
compliance requirements

Middleware between your 
business application and the 

storage infrastructure

HARDWARE 
INDEPENDENT

TAMPER-PROOFCOMPLIANT FLEXIBLE

DATA ARCHIVING MADE SIMPLE

iCAS is a flexible middleware for retention management & WORM storage. The solution 
integrates perfectly into heterogeneous infrastructure landscapes. While you take care of 
your core business, iCAS reliably protects the integrity and availability of your data in the 

background.



CONTACT OUR EXPERTS
Heinrich-von-Stephan-Straße 21  |  79100 Freiburg  |  Germany

info@iTernity.com  |  +49 761 590 34 810  |  www.iTernity.com

We protect your business-critical data. The trust you place in us is our motivation and 
an investment in the future. The result: more security, less effort, no worries.

Our DNA is archiving, our mission the long-term availability and integrity of all types of 
corporate data. Our focus is on your challenges, whether data protection, cost pres-

sure, data growth, cyber attacks, lack of time, or complexity –  
we take your data securely into the future.

iTernity

WE TAKE YOUR 
DATA SECURELY 
INTO THE FUTURE


